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Review
Domain https://www.rdgx.io
Assessment Scope Landing Page

Audit Updates

Initial Audit 03 Jul 2024
https://github.com/cyberscope-io/audits/blob/main/1-rdgx/vi/p
enTest.pdf

Corrected Phase 2 27 Aug 2024


https://www.rdgx.io
https://github.com/cyberscope-io/audits/blob/main/1-rdgx/v1/penTest.pdf
https://github.com/cyberscope-io/audits/blob/main/1-rdgx/v1/penTest.pdf
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Overview

Cyberscope has conducted a comprehensive penetration test on the web application
“R-DEE Protocol” hosted at https://www.rdgx.io. This report focuses on evaluating the
security and performance aspects of the web application. The assessment encompasses
various facets of the application, including but not limited to authentication and
authorization mechanisms, data handling and storage practices, network security

measures, and response to high traffic volumes.

The expansion of blockchain technology has introduced a myriad of innovative applications,
each with its own unique security challenges. R-DEE Protocol, as a prime example within
the realm of digital currency ecosystems, ensures robust protection of user data and

system integrity.
Penetration Assessment Scope

The scope of this assessment extends to identifying vulnerabilities and weaknesses in the
application's architecture and functionality, with the aim of providing actionable
recommendations to enhance its security posture. The evaluation focused specifically on
the landing page of the web app. The assessment included only the landing page of the
web app. The report aims to offer a comprehensive understanding of the application's
strengths and areas for improvement, facilitating informed decision-making to mitigate

risks, fortify against potential cyber threats, and bolster overall security resilience.


https://www.rdgx.io/
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Web Technologies

Technology Category Version
Vue.js JavaScript Frameworks N/A
Nuxt.js Web Frameworks N/A
LottieFiles Miscellaneous N/A
HTTP/3 Miscellaneous N/A
Cloudflare CDN N/A

Heroku PaaS N/A


https://vuejs.org/
https://nuxt.com/
https://lottiefiles.com/
https://httpwg.org/
https://www.cloudflare.com/
https://www.heroku.com/
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Findings Breakdown

@ Critical 0
2 Medium 0

Minor / Informative 2

Severity Unresolved  Acknowledged Resolved Other
®  Critical 0 0 0 0
Medium 0 0 0 0

Minor / Informative 2 0 0 0
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Diagnostics

@® Critical Medium

Severity Code Description
LTC Latency And Throughput Challenges

SIUL Server Instability Under Load

Minor / Informative

Status

Unresolved

Unresolved
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LTC - Latency And Throughput Challenges

Criticality Minor / Informative
Status Unresolved
Description

As part of the rate-limiting test, the web app highlighted concerns regarding latency and
throughput, with varying response times across percentiles and an average latency of
5522.15 milliseconds. Additionally, fluctuations in data transfer rates indicate potential

bottlenecks or inefficiencies in data processing and transmission, impacting system

performance.
Stat Avg Stdev Max Min
Latency 5522.15 ms 2659.87 ms 10546 ms N/A
Reqg/Sec 11.37 7.97 N/A 3
Bytes/Sec 224 kB 362 kB N/A 17.4 kB

Recommendation

To enhance system performance, a comprehensive performance analysis is recommended.
This analysis should focus on identifying and addressing latency bottlenecks, such as
inefficient database queries, resource-intensive operations, or network congestion.
Optimization efforts should target the codebase, database queries, and network
configurations to improve response times and enhance overall system throughput, resulting

in a smoother user experience and improved system efficiency.
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SIUL - Server Instability Under Load

Criticality Minor / Informative
Status Unresolved
Description

The web app highlighted a concerning number of errors (8,503), out of which 8,501 were
timeouts during the assessment period, indicating potential challenges with server stability
and resource allocation. Such issues can significantly impact user experience and

necessitate a deeper investigation into server health and capacity planning.
In summary:

e The conducted test used 3000 concurrent connections in 30 seconds timespan.
e The number of requests that were sent was 11,844 requests in 31.73 seconds.
e The number of connection errors (including timeouts) that occurred was 8,503.

e The number of connection timeouts that occurred was 8,501.

Recommendation

To mitigate these challenges, it is advised to conduct a comprehensive analysis of server
logs and infrastructure to pinpoint the underlying causes of errors and timeouts. This
analysis should inform the optimization of server configurations, potential resource
upgrades, and the implementation of robust error-handling mechanisms. By addressing
these areas, disruptions to user access can be minimized, ensuring a smoother and more

reliable service experience.
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Summary

This report provides a thorough assessment of the web application's security and
performance. Through meticulous analysis, the report identifies vulnerabilities and
weaknesses in key areas such as data handling and network security. Recommendations
are provided to address these issues and enhance the application's resilience against cyber

threats.

Overall, the report serves as a valuable resource, offering insights into the application's
security posture and actionable recommendations to fortify its defenses. By implementing
the suggested measures, the team can strengthen the app’s security foundation and

maintain trust among users.
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Disclaimer

The information provided in this report does not constitute investment, financial or trading
advice and you should not treat any of the document's content as such. This report may not
be transmitted, disclosed, referred to or relied upon by any person for any purposes nor
may copies be delivered to any other person other than the Company without Cyberscope’s
prior written consent. This report is not nor should be considered an “endorsement” or
“disapproval” of any particular project or team. This report is not nor should be regarded as
an indication of the economics or value of any “product” or “asset” created by any team or
project that contracts Cyberscope to perform a security assessment. This document does
not provide any warranty or guarantee regarding the absolute bug-free nature of the
technology analyzed, nor do they provide any indication of the technologies proprietors'
business, business model or legal compliance. This report should not be used in any way to
make decisions around investment or involvement with any particular project. This report
represents an extensive assessment process intending to help our customers increase the
quality of their code while reducing the high level of risk presented by cryptographic tokens

and blockchain technology.

Blockchain technology and cryptographic assets present a high level of ongoing risk
Cyberscope’s position is that each company and individual are responsible for their own
due diligence and continuous security Cyberscope’s goal is to help reduce the attack
vectors and the high level of variance associated with utilizing new and consistently
changing technologies and in no way claims any guarantee of security or functionality of the
technology we agree to analyze. The assessment services provided by Cyberscope are
subject to dependencies and are under continuing development. You agree that your
access and/or use including but not limited to any services reports and materials will be at
your sole risk on an as-is where-is and as-available basis Cryptographic tokens are
emergent technologies and carry with them high levels of technical risk and uncertainty. The
assessment reports could include false positives false negatives and other unpredictable

results. The services may access and depend upon multiple layers of third parties.



About Cyberscope

Cyberscope is a blockchain cybersecurity company that was founded with the vision to
make web3.0 a safer place for investors and developers. Since its launch, it has worked
with thousands of projects and is estimated to have secured tens of millions of investors’

funds.

Cyberscope is one of the leading smart contract audit firms in the crypto space and has

built a high-profile network of clients and partners.

The Cyberscope team

https://www.cyberscope.io


https://www.cyberscope.io

